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Agenda

" |ntroduction

" Why is Cyber unique?

" What does Cyber Risk mean for your members?
" What does your members Cyber Risk mean for you?
" Why must Mutuals think differently?

" What are the challenges for Mutuals?

Product

Accumulation

Pricing

Market

" Cyber Product Development
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Introduction to Cyber Risk
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Cyber Risk

" The Institute of Risk Management:

“... any risk of financial loss, disruption or
damage to the reputation of an
organisation from some sort of failure of its
information technology systems.”

" Consideration of Cyber Risk needs to be
wider than this definition to encapsulate the
evolution of the exposure

" Cyber Risk has increased as digitalisation
and interconnectivity have re-defined how
organisations operate

Estimated annual losses
from cyber crime:

USD 400bn

(Centre for Strategic and International
Studies)

\\ /4
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The world as we know it...

What percentage of the world’s population was “online” in 20177?
" A:51%
" B:43%
" C:67%

" D: 35%

© 2018 Willis Towers Watson. All rights reserved. WillisRe LI"I"Ll 5



What Makes Cyber Unique

01 02 03 04 05

= o o B ',

Inconsistent  Penetration Services Regulation ~Accumulation
Inconsistent Take up rate is low, Pre and Post Regulation Aggregation. and
market in terms  particularly in SME  event services evolving at pace accumulation
of coverage, and Middle market are integral — transcends time,
wording, Insured’s and more than just a _ Zpa(t:e’ and
approach brokers risk transfer Industry, more
understanding than any other

not that deep peril
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Evolution of the Cyber Risk landscape

2000

Tech E&O
Product

Cyber premium
(predominantly Tech
E&O), was less than

$100m

2005

Breach
Laws

2007

Significant
Breaches

Today

Evolution

Business Interruption an
increasing concern,
additional coverages being

Major breaches at TJ
Maxx put Cyber on the
map

included all the time

Huge ransomware
attacks NotPetya
and Wannacry
further increase
scrutiny on Cyber
risk management

Market had grown to
~$200M due to US
state breach
notification laws and
growth of online
retail sales

Ransomware
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Counting the cost of Ransomware...

What was the global ransomware damage costs in 20177
" A:USD 1bn
" B: USD 5bn
= C:. USD 7bn

= D: USD 3bn
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Hacking as a hobby...

How often does an attempted hack take place?
" A: 5 minutes, 45 seconds

" B: 39 seconds

" C: 1 hour, 17 minutes

= D: 22 minutes
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Cyber Risk and Policyholders

= Data security in focus

What does
this mean? =" Newways for life and business to
' be disrupted
“llll
Policyholder
= Data to be safe
What is o |
. No disruption to service
required?

= Means to take action

Cyber security needs to be
embedded in risk framework

Silence and ignorance are no
longer options

A pre and post loss solution

Advisory services on risk
management

An easy to understand product
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What does your members Cyber Risk mean for an insurer?

= Demand for a solution has increased

= Friction with Members if the right solution is not
available

Insurer /) = A partner to assist in the development of an
appropriate solution

= Risk transfer at the back-end
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Cyber insurance at your organisation

Which of these statements applies to your organisation?
= A: We offer cyber (re)insurance via endorsement or a standalone policy

" B: Losses emanating from cyber perils are explicitly covered in other lines of
business

" C: We exclude losses emanating from cyber perils from our policy wordings
and do not offer any standalone coverage

" D: We have taken no action on cyber - it is neither explicitly covered or
excluded in our policy wordings
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Passive Cyber

Exposure manifesting in other products —
without commensurate premium

Your Relevance

Demand from Member base will increase,
and solutions will be required to remain
relevant

Q
)

| 8
\m/

What does Cyber Risk represent to a Mutual?

S
-

Competition

Identified as a growth area at many stock
insurance companies

Accumulation

Members base homogeneity leads to
greater accumulation potential
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What are the Challenges in developing a
solution?
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Why is a Mutual different

= Why do your Members need Cyber protection, and not why must |

Relevance sell Cyber protection
L It Your Members concerns are the primary reason for a Mutual
ey Insurers existence — not driven by quarterly results
= Better understanding of r Members and helps to create the right
Specificity Ss’ﬁzorl: derstanding of your Members and help g
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Why, why not?

What do you think is the biggest obstacle to buying cyber
Insurance”?

" A: Not understanding the exposures
" B: Cost of buying cyber insurance
" C: Not understanding the coverage on offer

® D: Lack of value added services
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Challenges in development of Cyber Solutions

Product Accumulation

Challenges

for Mutuals

Market .
Pricing
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Challenges in development of Cyber Solutions - Product

Mutual ownership structure emphasizes need for an affordable tailor-made solution, rather

than just a product

Expertise to tailor and price such a product is not widely accessible

More than just a product — added value services are paramount

Launch of Cyber product needs to be coordinated with the refinement of existing policy
wordings
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Challenges in development of Cyber Solutions — Accumulation

Homogeneity of Members results in accumulation

Remaining tuned in to changes in policyholder behaviour and infrastructure
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Challenges in development of Cyber Solutions — Pricing

Lack of pricing data at a granular level, coupled with volatility of exposure

Despite homogeneity your members have varying exposure profiles within a
sector
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Challenges in development of Cyber Solutions — Market

Modelling in infancy

Coverage and exposures are not fully understood

Competition from Stock Insurance

Growth of the exposure both in commercial and personal lines

© 2018 Willis Towers Watson. All rights reserved. WillisRe LI"I"Ll 23



© 2018 Willis Towers Watson. All rights reserved. WillisRe §L:1"1"L:1




Product Development

White Label Joint Venture/Partnership Develop own solution

Solution pre designed, one size fits Products co-developed with insurer Product development investment
all approach. and a partner, specific to portfolio of internally.
business and territory/classes
Risk usually ceded back 100% via Longer period required, start up
Reinsurance Partner takes ~80% QS costs higher.
Reinsurance of this risk as
reimbursement for their IP Level of risk held at Mutual depends

on Reinsurance arrangements

® Other considerations?
®= As an add on to an existing product, e.g. Packaged Commercial, Household policy etc
= Standalone product

® One size fits all policy or a core policy designed to cover data breaches with add ons available for business
interruption?
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Final word

" Demand growth

Standalone risk transfer does not suffice

" Providing coverage we want to sell instead of what needs to be purchased

" As a Mutual, policyholder concerns are the priority
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Contact Willis Re

James Latham

Divisional Director

D +44 20 3124 6782

M +44 750 099 9515
James.Latham@willistowerswatson.com

Michael Barnes

Assistant Vice President, Casualty

D +44 20 3124 8745

M +44 7956 626734
Michael.Barnes@willistowerswatson.com
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