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“QUESTION EVERYTHING, LEARN SOMETHING, 

ANSWER NOTHING”

EURIPIDES
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GROWING THREATS
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GROWING THREATS

Sources: 

1 “2017 Annual Data Breach Year-End Review,” 
Identity Theft Resource Center, 2017.
2 Ibid.
3 Breach Level Index, Gemalto, March 26, 
2018, http://breachlevelindex.com/.

1,579  

BREACHES
in U.S. In 

20171

918

BREACHES
worldwide In 

H1 20172

5 

MILLION
records exposed

daily worldwide3

DATA BREACHES ON 
THE RISE
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EVERYONE IS A TARGET

TOP BREACHES:
Equifax, Yahoo, National Security Agency
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GROWING THREATS

TOP ONLINE THREATS

Ransonware Social 

Engineering 

Scams

Phishing / Vishing / 

Smishing schemes

#1 #2 #3
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RANSOMWARE:

11 “How to Protect Your Networks from Ransomware,” U.S. Department of Justice.
12 “Cybercrime Tactics and Techniques: 2017 State of Malware,” Malwarebytes LABS, 2017.
13 “Internet Security Threat Report,” Symantec, March 2018.

4,000+ ransomware attacks 
have occurred daily since 
201611

93% increase in 
ransomware detections 
for consumers in 
201712

46% increase in the 
number of 
ransomware 
variants13

a type of malicious software designed to block access to a computer system 
until a sum of money is paid
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PHISHING / VISHING / 
SMISHING:

VISHING is phishing via 
phone calls

SMISHING is phishing 
via text messaging

The fraudulent practice of sending emails purporting to be from 
reputable companies in order to induce individuals to reveal personal 
information, such as passwords and credit card numbers. 
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GROWING THREAT

INCREASINGLY SOPHISTICATED

• 76% of organizations experience phishing attacks

• 45% experienced phishing via phone (vishing) and text (smishing)
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GROWING IMPACT

MOST SUCCESSFUL PHISHING TEMPLATES

• 86% online shopping security updates

• 86% corporate voicemail from unknown caller

• 89% corporate email improvements
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LOOKALIKE WEBSITE
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SOCIAL ENGINEERING: The use of deception to manipulate people into divulging 
confidential information that may be used for fraudulent 
purposes.
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CONSUMER IMPACT
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WHAT THIS MEANS FOR CONSUMERS

4 “2017 Identity Fraud: Securing the Connected Life,” Javelin Strategy & Research, 2017.
5 “2018 Identity Fraud: Fraud Enters a New Era of Complexity,” Javelin Strategy & Research, 2018.
6 Ibid.

1 in 3 breach 
victims 
experience fraud4

Identity theft 
claims 16.7 million
victims a year5

16.8 billion in 
total fraud losses6
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CONSUMER IMPACT

WHAT IT TAKES TO RESOLVE 
FRAUD

overall on average7 for account 

takeover9
for new account 

fraud8

for all victims 

combined to resolve 

fraud10

7 hrs 18 hrs 20 hrs 104.6 
million hrs

7 “2017 Identity Fraud: Securing the Connected 
Life,” Javelin Strategy & Research, 2017.
8 Ibid.
9 Ibid.
10 Ibid.
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A DEVASTATING CRIME

HUMAN IMPACT:
Poor credit, legal woes, lost benefits and more
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“ I had been getting harassed for years, and Maria fixed it all in six 

months. We’re thankful every day for the assistance CyberScout gave us. 

It was like a miracle, really. ”

- A CyberScout customer whose good name and credit were stored after a thief charged more than $10,000 to his credit cards.



[ 20 ]

3

PROTECTION TIPS
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PROTECTION TIPS

BE PROACTIVE – BASIC STEPS

Shred it. Lock it up.Guard it. Keep your 

Government Issued 

ID number to 

yourself.

Check credit reports 

early and often.
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PROTECTION TIPS

BE PROACTIVE – PASSWORD PROTECTION

1. Create “strong” passwords.

2. Consider using a password protector tool.

3. Use different passwords for work and personal accounts.

4. Change passwords regularly.

5. Can you guess what you should never use for a password? 
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PROTECTION TIPS

NATIONAL ASSOCIATION OF MUTUAL INSURANCE COMPANIES

BE PROACTIVE – PASSWORD PROTECTION

1. 123456

2. Password

3. 12345678

4. Qwerty

5. 12345

123456
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GROWING THREAT

PHISHING DETECTION TRICKS

• Check for misspelled content.

• Watch for redirection.

• Google malicious email, SMS or caller number.

• Just say no.
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PROTECTION TIPS

ONLINE SHOPPING TIPS

1. Shop secure sites.

2. Enter correct URLs.

3. Never enter personal information.

4. Leave suspicious websites immediately.

5. Read retailer reviews before ordering.

6. Use a credit card.

7. Read return and privacy policies before purchasing.
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PROTECTION TIPS

SOCIAL NETWORKING “NO-NOs”

• Don’t announce plans.

• Don’t post personally identifiable information.

• Don’t post questionable photos.

• Don’t accept friend requests from people you’ve never met.

• Don’t click on a link or take an online quiz or survey.

• Don’t use the same password for everything.

• Don’t believe everything you read on yo
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PROTECTION TIPS

CHANGE IS UPON US…TOOLS ARE THERE…TAKE CONTROL! 
• GDPR impact on all of us.

• Pay attention to Right to be Forgotten Movement.

• Manage the data that email and social media sites have on you.

• Own and manage your privacy settings approach.

• Employ tools to monitor your credit and identity credentials.

• Pay attention to Right to Shut off Movement.
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4

QUESTIONS?



Matt Cullina | CEO  CyberScout

Our Mission

As trusted partners, we help your customers 

minimize, monitor and manage identity theft, fraud 

and cyber risk.


